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EXECUTIVE SUMMARY
PEOPLE
Digital forensics professionals perform a wide range
of functions and tend to be very hands on—no doubt it
helps that almost two-thirds of them have experience
in information technology, with many also bringing
security operations and law enforcement expertise.
On average, digital forensics professionals have worked
in the field for just over seven years, with consultants
having slightly more experience than in-house
resources.
Based on our findings, between 20% and 30% of
organizations regularly bring in digital forensics
consultants, most frequently to access a specialized
skill or tool.

CHALLENGES
A number of forces shape the field and make it more
challenging. In a year characterized by unexpected
change, evolving cyberattack techniques and the
extension of the official IT environment topped the list of
challenges reported by DFIR professionals.
Phishing and ransomware have plagued organizations
for years, but increased specialization and
operationalization have made attacks easier to execute.
Plus, the rapid roll-out of new IT infrastructure has
created new opportunities for remote exploits.
Unsurprisingly, the COVID-19 pandemic has made
digital forensics more challenging, most notably by
increasing the need to perform remote acquisition from
endpoints not on the corporate network—a task that is
already problematic with many legacy solutions.
The biggest day-to-day challenges faced by digital
forensics professionals are inaccessible data sources
and budgetary constraints that limit the ability to
acquire new tools.
In-house professionals felt that there are too many
point solutions, pointing to a need for a forensics

platform that can support the expanding IT environment
and ever-growing list of evidence and artifact types.
While no doubt unforeseen barriers will arise,
digital forensics professionals believe that
automation and artificial intelligence both have
the potential to help practitioners cope with
tomorrow’s challenges.

CASES AND DATA SOURCES
In practice, DFIR professionals work a range of
cases, with phishing and malware investigations
being the most common, ahead of fraud, policy
violations and HR-related investigations.
Gone are the days when PCs were the primary
source of evidence. Organizations now have a
multitude of data sources including Macs, mobile
devices, cloud services and even IoT devices.
Mobile devices and tablets, dead box forensic
images and remote computer evidence acquired
by the forensic examiner are the most frequently
used types of evidence.
This variety of devices and data is creating a need
for a more consolidated forensics platform that
can acquire from several different sources and
analyze the data in a single case file.

THE FUTURE
Looking ahead to 2025, evolving cyberattack
techniques remain the largest cause of future
concern, just ahead of growing data volumes.
The cloud’s impact goes beyond being a new data
source: more than 90% of survey respondents
believe the cloud will also have a significant
impact on how digital forensics is performed in
general, with forensics-as-a-service offerings
seen as the most likely result.
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INTRODUCTION
Digital forensics is a rapidly growing and continually
evolving branch of forensic science that focuses on
acquiring, analyzing and reporting on evidence from
digital systems.
Although the field has existed since at least the late
1970s, it was only in the early 2000s that international
standards and training programs emerged. Digital
forensics has its roots in criminal law and has been
embraced by law enforcement agencies as a vital
investigative toolset for traditional criminal activity as
well as white-collar and cybercrime.

THE EMERGENCE OF CORPORATE DIGITAL
FORENSICS
In recent years, digital forensics has gained significant
traction in corporate environments and, again, its
applications are not limited to cybercrime. Within a
corporate setting, the techniques and tools of digital
forensics are applied to a wide range of case types,
from incident response (IR) pertaining to highprofile cyberthreats (e.g. phishing and ransomware),
to resolving personnel disputes and harassment
complaints, to investigating asset misuse, data
exfiltration and intellectual property theft—and much
more.
As companies grow, so do their digital footprints,
leading to soaring data volumes spread across wider
geographies. While this growth unlocks new efficiencies
and opportunities, it also introduces new complexities
for digital forensics. This complexity is exacerbated
by new evidence types and digital artifacts from an
ever-growing collection of devices (e.g. Macs, mobile
devices, the Internet of Things), applications and—
increasingly—cloud services.
As the technology footprint of corporations expands,
so too does the complexity of digital forensics, with
new evidence types and digital artifacts from an
ever-growing collection of devices, applications and—
increasingly—cloud services.

Performing digital forensics effectively requires a
varied skillset that draws upon an understanding of
information technology (IT), cybercrime, investigative
techniques and human psychology—and remaining
effective in the face of rapid technological changes
demands constant evolution on the part of digital
forensics practitioners.

LEARNING FROM THE EXPERTS
THEMSELVES
For an occupation and field that is all about extracting
insights and discovering the truth, relatively little is
known about the state of digital forensics in today’s
corporations. No doubt this absence of information is
partly due to the practical need for secrecy around the
tools and techniques of investigators—but it’s also at
least partly due to a combination of frequently changing
digital forensics landscape and the simple fact that
seemingly few attempts have been made to acquire,
analyze and report on the field and its practitioners.
Until now, that is.
With this report, our intention is to replace assumptions
and opinions with facts and data. Our goal is to provide
insight to digital forensics and incident response (DFIR)
professionals, the organizations that employ them and
anyone else interested in this fascinating and growing
domain—so they can better understand the landscape
in which they operate and help drive positive change.
And who better to provide insights into the field than the
practitioners themselves?
To power this report, we surveyed hundreds of DFIR
professionals who work in, or provide services to, the
corporate realm. To these experts, we offer our sincere
gratitude for sharing their experiences, insights and
predictions. We have aspired to represent their input
faithfully, letting the data collectively speak for itself and
providing analysis or interpretation primarily as a way
to guide the reader through the findings.
We hope that you learn as much from reading this
report as we did in writing it and that you come away
from it with a clear and up-to-date understanding—at
least at a high level—of the fascinating and valuable
domain that is corporate digital forensics.
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GETTING TO
KNOW DIGITAL
FORENSICS
PROFESSIONALS

position: individual contributor, middle management,
senior leadership and executive leadership.
These cohorts will serve as the basis for much of the
analysis and comparison within this report, providing
an experiential lens through which to view the field of
corporate digital forensics—Table 1 includes high-level
information to help get to know each group.

KEY TAKEAWAYS:

DIVERSE BACKGROUNDS

• On average, digital forensics professionals have

worked in the field for seven years and one month,
with consultants having slightly more experience

• Between 20% and 30% of organizations regularly
bring in digital forensics consultants, most
frequently to access a specialized skill or tool

Information Technology (64.3% of respondents),
Security Operations (27.9%) and Law Enforcement
(17.0%)

To help unearth differences of opinion that were
influenced by their role, we asked survey participants
to indicate which of four options best described their

Representative
Job Titles

3. Law Enforcement (17.0%)
Other prior experiences include intelligence
community and military, academia,
legal/judiciary, accounting and auditing,
cybersecurity specialties and forensic science.
12.4% of respondents entered the field
straight from post-secondary education.

Individual
Contributor

Middle
Management

Senior
Leadership

Executive
Leadership

6 years, 8 months

6 years, 0 months

8 years, 5 months

9 years, 2 months

• DFIR Analyst
• Senior Forensics
Investigator
• Computer Forensics
Examiner

• Manager, Forensic
Technologies

• CISO

• CEO

• VP Cybersecurity

• CISO

• Senior Cybersecurity
Analyst

• Head of IT

• CTO

• Director, Digital
Forensics

• Founder

• Lead Investigator

• Network Specialist

• SOC Manager

• Information Security
Specialist

• Manager, Incident
Response

• SOC Analyst

• DFIR Manager

• Cyber Security
Analyst

Table 1 — Survey participants self-grouped into four cohorts
1

1. IT (64.3% of respondents)
2. Security Operations (27.9%)

• The most common background experiences are:

Average Years in
Digital Forensics1

The most common background experiences
prior to entering digital forensics are:

Unless otherwise noted, we will use “average” to indicate the arithmetic mean

• Senior Director,
Corporate Security
• IT Security Director
• Director of Operations
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IN-HOUSE DIGITAL FORENSICS
PROFESSIONALS

with a slightly narrower focus; they are the least likely
to provide testimony in court.

Most of our survey respondents are members
of in-house teams. To understand how roles and
responsibilities varied by position, we asked participants
what tasks they perform; the results (Figure 1) show a
mix of common and diverging functions.
Notably, all four groups reported very high rates of
conducting investigations and evaluating new tools,
indicating that digital forensics is an extremely handson profession throughout the leadership hierarchy.

Senior leaders are the most likely to perform
e-discovery and to create reports for stakeholders;
along with executive leaders, they are the most likely to
be responsible for securing budget.
Executive leaders are the most likely to evaluate new
tools and to provide testimony in court. They are the
least likely to perform e-discovery or (by far) to create
reports for stakeholders.

DIGITAL FORENSICS CONSULTANTS

Unsurprisingly, individual contributors are the most
likely to conduct investigations and are the least likely
to secure budget for DFIR tools—although they are
definitely influential in the evaluation and decisionmaking process.
Broadly, middle managers have a similar set of
responsibilities as individual contributors, but seemingly

A portion of the respondents to our survey are digital
forensics and incident response consultants or
Forensics Service Providers (FSPs). Throughout this
report we will often break out this group to draw a
contrast with the professionals employed in-house.2
Compared to the respondent pool in general:

ROLES AND RESPONSIBILITIES OF IN-HOUSE DIGITAL FORENSICS PROFESSIONALS
Conducting investigations
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Securing budget for
DFIR tools

Evaluating new tools

Staying current on
cybersecurity trends

Creating reports for
stakeholders

Performing e-discovery

Executive Leadership

Providing testimony in court

Senior Leadership

Middle Management

Individual Contributor

Figure 1 — The percentage of respondents within each group who indicated that they perform a particular task
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• Consultants are more likely to have Law

Enforcement experience as part of their
background, especially in the senior and executive
leadership groups

• Correspondingly, the senior and executive

consultants are less likely to have an IT background
than their internal counterparts

Comparing the tasks performed by consultants
(Figure 2) with those performed by in-house personnel
reveals several differences.
In general, consultants reported higher—and in some
cases much higher—rates of performing each task.
The presumed explanation is that in-house personnel
are part of more general teams with broader job
functions, while consultants are more specialized in an
area of expertise (e.g. incident response).

While individual contributors and middle managers
have similar responsibilities to their in-house
counterparts, the range of tasks performed by senior
and executive leaders is much broader in the consultant
group—this is most likely explained by the fact that
many of our consultant respondents are from smaller
firms (e.g. fewer than 10 people) where a founder or
executive still performs forensics functions.
Aside from the individual contributors, the other three
positions report a much higher rate of creating reports
for stakeholders. Of course, this makes perfect sense
because the consultants are brought in to help an
organization and will present findings in a report.
All four positions reported very high rates of staying
current on cybersecurity trends. Again, this passes the
intuition test, as third parties are expected to be domain
experts above-and-beyond the internal teams.

ROLES AND RESPONSIBILITIES OF DIGITAL FORENSICS CONSULTANTS
Conducting investigations
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Securing budget for
DFIR tools

Evaluating new tools

Staying current on
cybersecurity trends

Creating reports for
stakeholders

Performing e-discovery

Executive Leadership

Providing testimony in court

Senior Leadership

Middle Management

Individual Contributor

Figure 2 — The percentage of consultant respondents within each group who indicated that they perform a particular task

We will use terms including “consultants,” “third parties”, “outsourced” and “external resources” to refer to external consultants; we will use terms including “in-house
resources” and “internal team” to refer to DFIR professionals who perform forensics within a non-DFIR organization
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BRINGING IN A THIRD PARTY
There are many reasons why an organization would
bring in a third party such as an FSP. Our survey
indicated that—regardless of the size of the company—
between 20% and 30% of organizations regularly do so.
To learn more, we gave participants an open text field to
provide their own explanation. Manually reviewing their
responses revealed six common scenarios (Figure 3).
The most frequent reason, cited by 43.6% of respondents
who answered this optional question, was to access a
specialized skill or tool to perform the forensic analysis.
Typically, this need relates to the type of evidence being
collected or the target device.
The second most frequent circumstance (27.4%) was a
shortage of people, with some respondents referencing
a chronic problem (e.g. a small team) while others
pointed to acute situations (e.g. for particularly large
incidents).

In a close third (24.0%) was the specific nature of the
incident itself, with responses further splitting into two
subgroups: those which cited a specific type of incident
(e.g. malware, fraud, data breach, insider threat, etc.) and
those which focused on incident severity (i.e. outsourcing
relatively simple and less-sensitive incidents).
The last three groups are closely related, but the
responses revealed subtle differences:

• 15.6% of responses specifically mentioned legal

obligations or concerns relating to either regulatory
governance or contractual obligations

• 8.9% cited clear or potential conflict of interest,

typically involving customer data or suspicion of an
insider threat

• 6.7% of the answers specifically mentioned

independent analysis, whether out of necessity (and
directly linked to one of the two previous reasons)
or simply desired as a different set of eyes

MOST COMMON SCENARIOS UNDER WHICH A THIRD PARTY IS BROUGHT IN
Specialized Skill or Tool
People Power
Nature of Incident
Legal/Compliance
Conflict of Interest
Independent Analysis
0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

50%

Percentage of Respondents

Figure 3 — Scenarios under which a third party might be brought in to assist with an investigation, by percentage of respondents
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FORCES SHAPING
DIGITAL FORENSICS

A number of factors exert influence on digital forensics.
To better understand the broad context within which
professionals operate, we asked survey participants to
rate the degree to which eight ongoing developments
have made the field more challenging. Figure 4 combines
the responses from in-house personnel and external
consultants, ordered by strength of agreement.

KEY TAKEAWAYS:

• Respondents most strongly agreed that evolving

Evolving cyberattack techniques edged out extension
of the official IT environment at the top of the list. These
two trends are very closely related: one needn’t look
far to find examples of organizations that have fallen
victim to cyberattacks—from elaborate business email
compromise (BEC) scams to devastating ransomware
incidents and customer data breaches—many of which
take advantage of the extension of the organization’s
technology footprint (e.g. into the cloud, with IoT
devices, through BYOD policies).

cyberattack techniques and the extension of the
official IT environment are making digital forensics
more challenging

• Interestingly, the expanding “shadow IT”

environment (apps or systems installed without
IT approval) earned the weakest agreement—
but “weakest” is very relative: almost 75% of
respondents still agreed that shadow IT makes
digital forensics more challenging

• The COVID-19 pandemic has made digital forensics
more challenging, particularly by increasing
the need to perform remote acquisitions from
endpoints not on the corporate network and
because cybercriminals are opportunistically
adjusting their tactics

Additionally, the high-profile Solar Winds supply chain
compromise discovered by FireEye in December 2020
drove home the reality that no organization is immune
to threats and each addition to the technology footprint
can introduce risk.3

DEGREE TO WHICH DFIR PROFESSIONALS AGREE THAT PARTICULAR TRENDS
MAKE DIGITAL FORENSICS MORE CHALLENGING
Evolving cyberattack techniques
Extension of the official IT environment
Greater use of mobile devices
Growth of data volumes
Rising insider threats
Digital forensics skills shortage
Increased adoption of remote work
Expanding "shadow IT" environment
0%

Strongly Agree

10%

Agree

20%

30%

Disagree

40%

50%

60%

Strongly disagree

70%

Unsure

Figure 4 — A number of trends have made digital forensics more challenging in recent years
3
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See Highly Evasive Attacker Leverages SolarWinds Supply Chain to Compromise Multiple Global Victims With SUNBURST Backdoor

90%

100%
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Next is another pair of trends with very little to separate
them in terms of assessed severity: the greater use of
mobile devices and growth of data volumes. Managing
these two challenges in the future will require a
combination of extraction support and automated
analysis capabilities (likely aided by artificial intelligence
capabilities).

and services was placed at the bottom—perhaps
the shadow IT environment falls into the category of
unknown unknowns, and digital forensics professionals
are simply directing their attention to more concrete
challenges.

Our participants rated the final four trends as notably
less severe than the others, with rising insider threats
coming in just ahead of digital forensics skills shortage,
followed by increased adoption of remote work and
expanding shadow IT environment.

• Individual contributors rated the extension of official

Interestingly, despite the common refrain within the
fields of cybersecurity and digital forensics that there
is a severe shortage of skilled professionals, our
respondents reported that it wasn’t even one of their
top five challenges. Senior leaders in particular—who
are the most likely to be responsible for hiring and
allocating headcount—actually reported it to be the
least of their challenges. However, consider the full
context: despite being ranked sixth overall, more than
80% of respondents who provided an opinion still
agreed that a skills shortage presents a challenge—
they just consider other things to be even larger issues.
Considering the fact that the growing official IT
environment narrowly missed out on taking the top
spot, it’s somewhat surprising that the growing use of
unsupported, unofficial and unsanctioned applications

Diving deeper into the data reveals a few differences of
opinion within internal team members:
IT environment as slightly more significant than did
everyone else

• Middle managers rated everything as a lesser

contributor to challenges than did the average,
but especially the growing IT environments (both
supported and shadow) and the greater use of
mobile devices for official business

• Senior leaders saw rising insider threats as more
significant and the shift to remote work as a
smaller issue

• Executive leaders more strongly agreed with all

challenges except for the adoption of remote
work, and saw the greater use of mobile devices,
evolving cyberattack techniques and rising insider
threats as especially problematic

Where did consultants stand on these trends? They
were in broad agreement with the average, with no
significant deviations one way or the other.
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THE IMPACT OF COVID-19

yet an incredibly imperative one given the shift to remote
working—has increased and that cybercriminals are
capitalizing on COVID-19 with new attacks and focused
activity.

Of course, no discussion about challenges in 2020 would
be complete without considering the global pandemic,
as COVID-19 has forced unprecedented sudden technical
and operational change.

In a close third and fourth place (boosted into the top
half on the strength of superior “Agree” rates) were
two similar, but distinct, statements: that operational
disruptions have made everyone more susceptible and
that general fatigue or distractions have done so.6

Working from home was adopted practically overnight
by countless organizations. This shift required the rapid
introduction of more cloud services and remote-working
applications while at the same time dramatically
reshaped the security perimeter. Cybercriminals—ever
the opportunists—were quick to take advantage of the
disruption, shifting resources to VPN and RDP exploits,
launching campaigns featuring pandemic-related
message lures and preying on fatigue.5

The next three impacts were also clustered together: the
increased risk due to the rapid technological shift, the
risk associated with inherent insecurity of Wi-Fi and IoT
devices, and the broad challenges introduced by working
from home.
And that leaves resource restrictions or cutbacks in
eighth place—but note that despite garnering the
weakest agreement, it still attracted widespread
support, with more than 70% of respondents either
strongly agreeing or agreeing with the survey statement.

Figure 5 shows eight pandemic-caused impacts, ordered
by how strongly digital forensics professionals agree
with descriptive statements.
In a virtual tie at the top, respondents felt very strongly
that the need to perform remote acquisition of target
endpoints not on the corporate network—a difficult task,

Clearly, the pandemic has created and exacerbated
challenges for digital forensics professionals.

DEGREE TO WHICH DFIR PROFESSIONALS AGREE WITH PARTICULAR STATEMENTS
IN THE CONTEXT OF THE COVID19 PANDEMIC
The need to perform remote acquisition of target endpoints
not on corporate network has increased
Cybercriminals are capitalizing on COVID-19
Operational disruptions have made everyone more susceptible
General fatigue or distractions have made everyone
more susceptible to attacks
Rapid introduction of new applications and
technologies has increased risk
Risk has increased due to insecurity of Wi-Fi and IoT devices
Working from home has made digital forensics
more difficult in general
Resource restrictions or cutbacks have had an impact
0%

Strongly Agree

Agree

10%

Disagree

20%

30%

40%

Strongly disagree

50%

60%

70%

80%

90%

100%

Unsure

Figure 5 — The COVID-19 pandemic has made performing digital forensics considerably more challenging
5

In We’re also in a cyberpandemic – do we have a protective plan?, Magnet Forensics’ Neil Desai examines many implications on cybersecurity of the pandemic
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CONDUCTING
INVESTIGATIONS

CASES
Digital forensics professionals are asked to investigate
a wide range of incidents, from cybersecurity incident
response and fraud investigations to HR-driven cases
and misuse of corporate assets. Figure 6 shows 10
familiar case types, ranked by the frequency with which
they are encountered across the entire respondent base.

KEY TAKEAWAYS:

• Overall, phishing and malware investigations are
the two most common case types

Topping the list in terms of frequency are phishing and
malware—two common types of cybercrime that are
all-too-familiar to many IT organizations. These two also
tend to be precursors to additional cybercrime incidents
like fraud (in third), data exfiltration / IP theft (fifth) and
ransomware (seventh). Of course, it should be noted that
fraud and IP theft need not be the result of cybercrime but
are also often attributed to instances of insider threats.

• Consultants are considerably more likely than in-

house personnel to work fraud, ransomware and
data exfiltration or IP theft cases

• Mobile devices and tablets, dead box forensic

images and remote computer evidence acquired
by oneself are the most frequently used types of
evidence

Diving more deeply into the responses shows that inhouse forensic examiners are substantially more likely
than external consultants to investigate use of prohibited
applications.

As we saw already, conducting investigations is a significant part of the digital forensics process. To learn more
about the specifics of this critical function, we asked
survey participants to share their insights on case types
and evidence types.

Similarly, forensic service providers are considerably more
likely to work fraud, ransomware and data exfiltration / IP
theft cases, recalling the discussion surrounding Figure 3
and the need for specialized tools or skills.

FREQUENCY WITH WHICH DFIR PROFESSIONALS REPORT WORKING ON PARTICULAR CASE TYPES
Phishing
Malware
Fraud
Misuse of assets / policy violations
Data exfiltration / IP the
E-discovery
Ransomware
Employee offboarding
Prohibited applications
Harassment
0%

Always

Oen

10%

20%

30%

Sometimes

40%

50%

60%

Seldom or never

70%

80%

90%

100%

Unsure

Figure 6 — Whether in-house or an external third party, digital forensics professionals work a wide range of cases
These are consistent with Tessian’s The State of Data Loss Prevention report, which stated that, “When asked why they were less likely to follow safe data practices
when working from home, employees cited not working on their usual devices (50%), not being closely monitored by IT teams (48%), and being distracted (47%) as the
top three reasons.”
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• Cloud evidence acquired by a forensic tool and

DATA SOURCES
As we saw previously, the IT environment for most
organizations is changing substantially as cloud
services replace on-premises applications, new devices
are introduced and remote working becomes more
prevalent. The broad digital footprint is reflected in Figure
7, which lists seven different types of data sources,
ordered by frequency of use by the entire response pool.
Like the case type ranking, this ranking of evidence is
fairly spread out; however, some coarse groupings can
still be observed:

• Mobile devices and tablets, dead box forensic

images and remote computer evidence acquired
by oneself (rather than by a third party) are all used
fairly frequently

remote computer evidence acquired by others are
both used with relative infrequency

• Alone as the least-frequently used evidence type
is IoT devices, which are relevant within some
industries but absent entirely in others

Internal personnel are relatively more likely to work
with remote computer evidence, whether acquired by
themselves or someone else, and are more likely to
work with IoT devices within their investigations.
Consultants tend to use dead box forensic images,
cloud evidence acquired through OEM tooling and
mobile devices more commonly than their in-house
counterparts, perhaps owing to specialized tools and
skills required for extraction.

• Cloud evidence acquired through OEM tooling (e.g.
Microsoft O365 Security and Compliance Center)
is in the middle, used neither especially frequently
nor infrequently

FREQUENCY WITH WHICH DFIR PROFESSIONALS REPORT USING PARTICULAR DATA SOURCES
Mobile devices and tablets
Dead box forensic images
Remote computer evidence acquired by you
Cloud evidence acquired through OEM tooling
Cloud evidence acquired by a forensic tool
Remote computer evidence acquired by others
IoT devices
0%
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20%

30%

40%
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Seldom or never

60%

70%

80%

90%

100%

Unsure

Figure 7 — The ever-expanding technology footprint is reflected in the data sources used by digital forensics professionals
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DAY-TO-DAY
CHALLENGES

tools—effectively tied. In-house professionals agreed
more strongly than consultants that both issues present
challenges, and executive leaders in particular pointed
to budgetary constraints as a major barrier.
Performing remote acquisition of target endpoints not
on the corporate network ranks third, perhaps buoyed
by the impact of the COVID-19 pandemic, followed by
live triaging of endpoints. Triage of endpoints must
be done quickly to understand if a deep dive forensic
analysis is needed, and options to do so are limited.

KEY TAKEAWAYS:

• Inaccessible data sources and budgetary

constraints that limit the ability to acquire new
tools are the biggest day-to-day challenges

• There is a need for a forensics platform that can

More than half of respondents agreed that having too
many point solutions is a challenge, with internal teams
especially seeing the multitude of tools as an issue.

support the expanding IT environment and evergrowing list of evidence and artifact types

Arguably for the traditional corporate DFIR examiner,
less is indeed more. While the toolkit approach will
always necessitate the need for more than one tool
to validate findings, the data suggests that a single
tool that can perform the bulk of the workflow—for
example, remote acquisition, analysis and reporting all
within a single tool—is preferable.

We’ve examined some macro factors that are shaping
digital forensics, we’ve looked at some different case
types and we’ve touched on the evidence needed
to conduct investigations. Now it’s time to examine
how those elements combine to create day-to-day
challenges for digital forensics professionals.
Figure 8 shows eight common challenges. The top
two—encountering data sources that are inaccessible
and budgetary constraints limiting access to new

DEGREE TO WHICH DFIR PROFESSIONALS AGREE THAT A PARTICULAR ISSUE IS A DAYTODAY CHALLENGE
Some data sources are inaccessible
Budgetary constraints limit new tools
Performing remote acquisition of target endpoints
not on corporate network
Live triaging endpoints is difficult
Complying with standards (e.g. GDPR)
Volume of work or existing backlog of investigations
Too many point solutions in my toolkit
Sharing my findings
0%
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Agree

10%

Disagree

20%
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40%

50%

Strongly disagree

60%

70%

80%

Unsure

Figure 8 — The average day in the life of a digital forensics professional is not without its share of challenges
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LOOKING AHEAD—
HOW WILL DIGITAL
FORENSICS CHANGE
IN FIVE YEARS?
KEY TAKEAWAYS:

• Evolving cyberattack techniques is the largest

cause of future concern, just ahead of growing data
volumes

• More than 90% of respondents believe the cloud

will have a significant impact on how digital
forensics activities are performed, with forensicsas-a-service offerings seen as the most likely
result

• Digital forensics professionals believe that

automation and artificial intelligence have the
potential to substantially change the field

Lived experience and domain expertise permit
informed projections; curious about what the future
holds, we asked our survey participants to makes some
predictions.

The greater use of mobile devices, the shift to working
from home and the expanding shadow IT environment
were also regarded as growing challenges.
The respondents predicted that several trends or factors
will create relatively smaller challenges in the future
than they do today. Most notably, a potential shortage
of digital forensics skills fell to the bottom of the list
of future challenges. Rising insider threats and the
extension of the official IT environment are both also
considered to be lesser issues in the next five years.

THE EXPERTS SAY…

FORCES SHAPING THE FUTURE
We already examined eight trends that have contributed
to make digital forensics more challenging; now,
we turn our attention to how these same trends will
influence the profession in the years ahead.
Figure 9 shows the entire respondent base. To make
it easy to compare to the present day, the factors are
displayed in the same order as in Figure 4.
In terms of strength of agreement with the problem
statement, the growth of data volumes increased the
most and is regarded as the future’s second-most
significant challenge behind evolving cyberattack
techniques—which itself also garnered stronger
agreement in this projection.

“Forensics workflows will
have to become more efficient,
as the amount of data a
practitioner will have to review
will be too great without the
correct tools and applications
to help them complete their
work in an efficient and timely
manner.”
—Survey respondent
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DEGREE TO WHICH DFIR PROFESSIONALS AGREE THAT PARTICULAR TRENDS
WILL MAKE DIGITAL FORENSICS MORE CHALLENGING IN FIVE YEARS
Evolving cyberattack techniques
Extension of the official IT environment
Greater use of mobile devices
Growth of data volumes
Rising insider threats
Digital forensics skills shortage
Increased adoption of remote work
Expanding "shadow IT" environment
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Figure 9 — As digital forensics evolves, it does so under the influence of many trends (note that the challenges are listed in the
same order as they were in Figure 4)

We also included an open question that invited
respondents to provide additional commentary or
opinion about how the future of digital forensics would
look different from today. The contributions covered
a diverse array of topics, but two showed up with
disproportionate frequency:

• The impact of the cloud was by far the most

common topic, both in terms of making data
collection more challenging and in influencing how
digital forensics are performed (which we’ll visit in
a moment)

• The potential for automation and machine

learning / AI to change how digital forensics
investigations and workflows are carried out

THE EXPERTS SAY…

“I believe the use of automation
and correlation between data
sources will become even
stronger. Being able to connect
sources from on-prem, cloud,
BYOD, and other devices to
process on the cloud will
change the game.”
—Survey respondent

MAGNET FORENSICS

THE ROLE OF THE CLOUD
The cloud is reshaping how a wide array of applications
and services are delivered to today’s organizations—but
how will it impact how digital forensics are performed?
Figure 10 shows what our respondent pool (across both
internal resources and consultants) thinks. 7
More than 90% of respondents believe the cloud will
have a significant impact on how digital forensics
activities are performed, whether by replicating physical
labs in virtual infrastructure or by enabling more
forensics-as-a-service offerings.
There’s a very obvious and interesting split between
what the individual contributors and middle managers
believe, and what the senior leaders and executive
leaders believe: more than 60% of senior and executive
leaders suggest that digital forensics-as-a-service
(DFaaS) will be the cloud’s most significant impact.

THE EXPERTS SAY…

“With organizations
transitioning to the cloud and
the ever-growing increase of
storage volumes, while skilled
hands remain relatively limited,
I predict a more scalable
automated and orchestrated
SaaS solutions for forensic
processing enriched by AI
technology to create actionable
data and reports.”
—Survey respondent

HOW DFIR PROFESSIONALS BELIEVE THE CLOUD WILL
IMPACT HOW DIGITAL FORENSICS ARE PERFORMED
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Figure 10 — There’s broad agreement that the cloud will have a major impact on how digital forensics is performed, but
respondents are divided when it comes to exactly how that impact will manifest

7

Note that in this question, respondents were provided with these four options and had to choose the one aspect or impact that they felt was most significant.
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CONCLUSIONS
Corporate digital forensics is a rich and rapidly evolving
field that draws upon a variety of domains, including
information technology, security operations and law
enforcement.
Its practitioners have both driven and kept pace with
significant change in recent decades. These patterns
will continue in the years ahead as ever-evolving cyber
threats and an expanding array of corporate use cases
continue to emerge.
Already, digital forensics professionals have identified
the increasing need to acquire evidence from endpoints
not on the corporate network. This need will grow
as remote working maintains popularity and as the
traditional security perimeter undergoes significant
restructuring.
On a related note, mobile devices will remain a focal
point, requiring investigators to develop and maintain
collection capabilities whether devices are corporate
issued or fall under a BYOD policy.

Cloud services have arrived seemingly overnight, but
we are still in the relatively early stages of a much
larger migration. Keeping pace with this shift will be of
paramount importance. Plus, the cloud will continue
to reshape how digital forensics are delivered, and will
likely lead to the rapid emergence of forensics-as-aservice offerings that make these capabilities more
accessible.
Finally, as data volumes continue to grow and the
corporate technological footprint expands, simply
being able to access evidence is only part of the
puzzle. To make sense of the overwhelming amount
of information available and gathered, digital forensics
professionals will increasingly rely upon solutions that
optimize their workflows through the application of AI
to assist with analysis and task automation.

SAFEGUARD YOUR
BUSINESS
With an artifacts-first approach and built-in
remote acquisition, Magnet AXIOM Cyber
helps you quickly understand security
incidents so you can safeguard your business.
AXIOM Cyber builds upon Magnet’s leading digital
forensics technologies by focusing on what corporate
investigators need most, including:

OFF-NETWORK REMOTE COLLECTION
Quickly and covertly perform remote collections of Mac
and Windows devices even when they aren’t connected
to your corporate network—and collection resumes
automatically if a target goes offline and reconnects

ANALYTICS FEATURES
Powerful analytics features like Timeline, Connections
and Magnet.AI save time and hassle, helping you to make
sense of evidence and allowing you to work through each
case effectively and efficiency.

ADVANCED CLOUD ACQUISITION
Acquire and analyzes data from corporate cloud storage
services like AWS S3, EC2, and Azure in addition to
other cloud sources including Office 365, G Suite, Box,
Dropbox, Slack and iCloud

Find out more at magnetaxiomcyber.com and
book a demo or start a free trial to find out why
thousands of companies around the world put
their trust in Magnet Forensics.
START A FREE TRIAL

BUILT FOR THE NEEDS OF
TODAY AND TOMORROW
Today’s organizations are producing more digital
data than ever before. Documents, customers
records, email, employee chat messages, and more
are created by many different types of devices and
that data may be stored in those devices, in servers,
or in cloud storage.
AXIOM Cyber is a powerful digital forensics platform
that can acquire and analyze data remote endpoints
(Windows and Macs), mobile devices, as well as
data from cloud apps and cloud storage services
(AWS and Azure).
As companies build for tomorrow, the cloud is a
critical component. Leverage all the benefits of cloud
computing by running AXIOM Cyber in the cloud.
Additionally, unlock the ability to perform remote
collections of endpoints that aren’t connected to the
corporate network—a task that is inevitable given
the larger than ever remote workforce.
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Magnet Forensics is a global leader in the development of digital
investigation software that acquires, analyzes and shares evidence from
computers, smartphones, tablets and IoT related devices.
Since 2009, Magnet Forensics has become a trusted partner for thousands
of the world’s top law enforcement, government, military and corporate
organizations. Court-admissible evidence recovered by Magnet Forensics
tools has been used to support a wide-variety of investigations including
cybercrimes, child exploitation, terrorism, human resource disputes, fraud
and intellectual property theft.
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